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Cryptography



Cryptography
Two major branches: symmetric cryptography & asymmetric cryptography 



Advantages & Disadvantages

One-%me pad: provably secure

Difficult to implement

Easier to implement

Vulnerable to a;acks
+ +
- -



The Quantum way

The key issue is the distribu%on of the keys among the two par%es

Quantum physics allows for a provably secure way of distribu%ng the cryptographic 

keys for implemen%ng symmetric cryptograph

This is called Quantum Key Distribu%on - QKD



Quantum Key Distribu7on



QM essen7al 1: the Qubit



QM essen7al 1: Photons

Linearly polarized light

Horizontal and ver%cal polariza%on

Polariza%on at 45° and 135°



QKD- BB84

Two ways to encode the bit

Rec$linear basis

0 → |0°>

1 → |90°>

Diagonal basis

0 → |45°>

1 → |135°>

0 → |0°>

1 → |90°>

0 → |45°>

0 → |135°>



QKD- BB84

1. Alice begins by choosing 

a random string of bits.
Alice: random sequence of bit 0 1 1 0 1 0 0 1
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QKD - BB84

1. Alice begins by choosing 

a random string of bits.

2. For each bit, Alice 

chooses randomly the 

basis to encode it.

3. Alice encodes the bit in 

the polarization and 

sends the photon to 

Bob.

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

✕ ✕ ✕✕

↖ ↖



4. Bob choses a basis for 

measuring the 

polarization.

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

Bob: random sequence of bases ✕ ✕ ✕ ✕

✕ ✕ ✕✕

↖ ↖

✕ ✕ ✕ ✕

QKD  - BB84



QKD - BB84

4. Bob choses a basis for 

measuring the 

polarization.

5. Bob measures the 

polarization in the 

chosen basis.

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

Bob: random sequence of bases ✕ ✕ ✕ ✕

Bob: polarization measurement → ↖ ↖ ↑ → ↑

✕ ✕ ✕✕

↖ ↖

✕ ✕ ✕ ✕

↖ ↖



QKD - BB84

6. Alice and Bob compare 

through a public 

(unsecure) channel their 

choices of bases.

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

Bob: random sequence of bases ✕ ✕ ✕ ✕

Bob: polarization measurement → ↖ ↖ ↑ → ↑

Alice & Bob: discussion Ok No Ok No No Ok No Ok

✕ ✕ ✕✕

↖ ↖

✕ ✕ ✕ ✕

↖ ↖



QKD - BB84

6. Alice and Bob compare 

through a public 

(unsecure) channel their 

choices of bases.

7. Alice and Bob retain only 

those cases where they 

made the same choice of 

basis (50%).

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

Bob: random sequence of bases ✕ ✕ ✕ ✕

Bob: polarization measurement → ↖ ↖ ↑ → ↑

Alice & Bob: discussion Ok No Ok No No Ok No Ok

✕ ✕ ✕✕

↖ ↖

✕ ✕ ✕ ✕

↖ ↖



QKD - BB84

8. Bob converts the 

outcome of the 

measurement in bits.

9. Alice and Bob possess 

two copies of the same 

key.

Alice: random sequence of bit 0 1 1 0 1 0 0 1

Alice: random sequence of bases ✕ ✕ ✕ ✕

Alice: encoding of the bits → ↑ ↖ → ↖ ↑

Bob: random sequence of bases ✕ ✕ ✕ ✕

Bob: polarization measurement → ↖ ↖ ↑ → ↑

Alice & Bob: discussion Ok No Ok No No Ok No Ok

Bob: outcomes in bits 0 1 0 1

✕ ✕ ✕✕

↖ ↖

✕ ✕ ✕ ✕

↖ ↖



An eavesdropper?

According to the rules of QM, Eve can do only two things:

§ Interac%ons 

§ Measurements



Interactions

Eve aims at inferring the polariza%ons, without being no%ced.

§ She cannot steal the photons (this is why single photons are used)

§ She can try to copy the photons’ state



Cloning photons’ states?

Alice’s choice 

of basis
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Cloning photons’ states?

Alice’s choice 

of basis

✕

✕

Photon’s 

polariza%on

↑

↓

↖

↖

Eve copies and 

duplicates

↑↑↑↑↑↑↑↑↑↑

↓↓↓↓↓↓↓↓↓↓

↖↖↖↖↖↖↖↖↖↖

Eve divides in two 

and measures 

✕ ✕

100%  ↑

100%  ↓

50%  ↑, 50% ↓ 

50%  ↑, 50% ↓ 

50%    , 50% ↖

100%      

100%  ↖

↖

50%    , 50% ↖

↖

↖



Cloning photons’ states?

Alice’s choice 

of basis

✕

✕

Photon’s 

polariza%on

↑

↓

↖

↖

Eve copies and 

duplicates

↑↑↑↑↑↑↑↑↑↑

↓↓↓↓↓↓↓↓↓↓

↖↖↖↖↖↖↖↖↖↖

Eve divides in two 

and measures 

✕ ✕

100%  ↑

100%  ↓

50%  ↑, 50% ↓ 

50%  ↑, 50% ↓ 

50%    , 50% ↖

100%      

100%  ↖

↖

50%    , 50% ↖

↖

↖



Cloning photons’ states?

If Eve can copy the states, she can infer them without being no%ced. 

Actually (and this was the first applica%on of the copying machine) if 

cloning were possible, one could use quantum entanglement for faster than 

light signaling. 

However, universal cloning is not possible. 



No cloning theorem

Consider a unitary operator U such that:

U ψ ⊗ s → ψ ⊗ ψ ∀ψ ∈ ℋ

The state ψ has been duplicated. In parBcular we have, for two given states:

U|ψ!⟩ ⊗ |s⟩ → |ψ!⟩ ⊗ |ψ!⟩

U|ψ"⟩ ⊗ |s⟩ → |ψ"⟩ ⊗ |ψ"⟩



Then:

⟨ψ!|ψ"⟩ = ⟨ψ!| ⊗ ⟨s|s⟩ ⊗ |ψ"⟩ = ⟨ψ!| ⊗ ⟨s|U#U|s⟩ ⊗ |ψ"⟩ = ⟨ψ!|ψ"⟩
"

So we have the equaBon: x2 = x, whose soluBon is x = 0,1. 

This means that the two states ψ! and ψ" are either the same or orthogonal 

to each other.

The conclusion is that it is possible to copy orthogonal states, but it is not 

possible to copy arbitrary non-orthogonal states. 

No cloning theorem



Eve and cloning

Alice’s choice 

of basis

✕

✕

Photon’s 

polariza%on

|↑⟩

!↓⟩

|↖⟩

↖

Eve copies and 

duplicates

|↑↑↑↑↑↑↑↑↑↑⟩

|↓↓↓↓↓↓↓↓↓↓⟩

Eve divides in two 

and measures 

✕ ✕

100%  ↑

100%  ↓

50%    , 50% ↖

↖

50%    , 50% ↖

↖

= |↑⟩ − |↓⟩

|↑↑↑↑↑↑↑↑↑↑⟩ + |↓↓↓↓↓↓↓↓↓↓⟩ 100%  ↑

100%  ↓

50%    , 50% ↖

↖

50%    , 50% ↖

↖

Normaliza)on factors have been omi3ed

= |↑⟩ + |↓⟩|     ⟩

|↑↑↑↑↑↑↑↑↑↑⟩ − |↓↓↓↓↓↓↓↓↓↓⟩



Eve and cloning

Eve can clone only orthogonal states (a basis). Then the ac%on of the machine 

on all other states is governed by the unitarity of the evolu%on. 

It is not possible for Eve to understand in which states the bits have been 

encoded. 



Measurements
Assume that Eve tries to directly measure the photon’s state, by randomly 

choosing the horizontal or diagonal basis. 



Measurements
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Measurements
Assume that Eve tries to directly measure the photon’s state, by randomly 

choosing the horizontal or diagonal basis. 

Alice’s choice 

of basis

✕

Photon’s 

polariza%on

→

Eve measures in one 

of the two bases

Bob measures in the 

same basis as Alice

✕

✕

100%  →

50%    , 50% ↖

↖

100%  →

50% 

50% 

50% →  , 50% ↖



Measurements
So 25% of the Bmes Bob gets a different result from Alice, in spite they have 

measured in the same basis. 



Measurements
So 25% of the Bmes Bob gets a different result from Alice, in spite they have 

measured in the same basis. 

Then Alice and Bob publicly compare n bits (then disregarding them as key bits, 

since they are no longer secret) the probability of finding a disagreement is

ℙ$
(&)

= 1 − (3/4)& (where 3/4 is the probability that they all match)

Then for example, for n = 72:  ℙ$
(&)

= 0,999999999 (nine 9)

Almost immediately Alice and Bob realize that Eve tried to copy the key and abort 

the operaBon of key distribuBon. 



Measurements

In general, if there are too many errors when comparing the bits, the quantum 

channel in considered insecure and the protocol is aborted.



QKD - Physical realiza7on 

There are essenBally two ways to realize QKD

§ OpBcal fibers (about 100 Km because of 

photon loss)

§ Free space (via satellite)



QKD - Physical realiza7on 

There are essenBally two ways to realize QKD

§ OpBcal fibers (about 100 Km because of 

photon loss)

§ Free space (via satellite)

To increase distances on ground, one needs a 

quantum repeater (classical repeaters don’t work)  



Quantum Teleporta7on

The protocol aims at the following

Alice Bob

Alice and Bob share an entangled state, and through this Alice wants to transmit her 

state to Bob 

<latexit sha1_base64="zyAoKEPnxhkaR+/bYCULL//ciGQ="></latexit>

|ψiC = α|0iC + β|1iC

<latexit sha1_base64="54WV21g5ECldSaeAPTmwcs451Io="></latexit>

|Φ+iAB =
1p
2
[|0iA|0iB + |1iA|1iB ]



Quantum Teleporta7on
Alice Bob

Simple calculaBons show that

<latexit sha1_base64="zyAoKEPnxhkaR+/bYCULL//ciGQ="></latexit>

|ψiC = α|0iC + β|1iC

<latexit sha1_base64="54WV21g5ECldSaeAPTmwcs451Io="></latexit>

|Φ+iAB =
1p
2
[|0iA|0iB + |1iA|1iB ]

<latexit sha1_base64="QSxTcl2w3EmwGH5snXTJXvO4a5Y="></latexit>

|ψiC |Φ+iAB = [α|0iC + β|1iC ]
1p
2
[|0iA|0iB + |1iA|1iB ]

=
1

2
[|Φ+iCA(α|0iB + β|1iB) + |Φ−iCA(α|0iB � β|1iB)

+|Ψ+iCA(α|1iB + β|0iB) + |Ψ−iCA(α|1iB � β|0iB)]



Quantum Teleporta7on

Alices measures her two photons in the states 

<latexit sha1_base64="ENePBwmeceb/SyReAN5yK2Oyx64="></latexit>

|ψiC |Φ
+iAB =

1

2
[|Φ+iCA(α|0iB + β|1iB) + |Φ−iCA(α|0iB � β|1iB)

+|Ψ+iCA(α|1iB + β|0iB) + |Ψ−iCA(α|1iB � β|0iB)]

<latexit sha1_base64="GO5FOwkkW+9vn9pKOueBt0twlks="></latexit>

|Φ+iCA(α|0iB + β|1iB)

|Φ−iCA(α|0iB � β|1iB)

|Ψ+iCA(α|1iB + β|0iB)

|Ψ−iCA(α|1iB � β|0iB)

<latexit sha1_base64="xgPpaO5jqzog1fl0xX6f1Kx8WMg="></latexit>

|Φ+iCA, |Φ
−iCA, |Ψ

+iCA, |Ψ
−iCA

There are four possible outcomes, each with probability 1/4:



Quantum Teleporta7on

<latexit sha1_base64="GO5FOwkkW+9vn9pKOueBt0twlks="></latexit>

|Φ+iCA(α|0iB + β|1iB)

|Φ−iCA(α|0iB � β|1iB)

|Ψ+iCA(α|1iB + β|0iB)

|Ψ−iCA(α|1iB � β|0iB)

Depending on the outcome, Alice tells Bob (over a classical unsecure channel) to 

perform the following operaBons  

Do nothing

Change the sign of |1⟩

Exchange |0⟩ and |1⟩
Exchange |0⟩ and |1⟩ & change the sign of |1⟩

In the end, Bob will end up with his photon being in the state 
<latexit sha1_base64="jj77VaZulOTZZ7E1BjczWisNWVg=">AAACIXicbZDLSsNQEIZPvNZ4q7p0c7AIgliSLtSl1I3LCvYCTSiT07EePDkJ50wEqX0KH8GncKsrd+JOxHcxqQWvs/r5/hlm5o9SJS153qszNT0zOzdfWnAXl5ZXVstr6y2bZEZgUyQqMZ0ILCqpsUmSFHZSgxBHCtvR5XHht6/QWJnoM7pOMYxhoOW5FEA56pX3gq4bgEovgN94gQE9UNir810eREg587+YG4S9csWreuPif4U/ERU2qUav/B70E5HFqEkosLbreymFQzAkhcKRG2QWUxCXMMBuLjXEaMPh+K0R384sUMJTNFwqPob4fWIIsbXXcZR3xkAX9rdXwP+8bkbnh+FQ6jQj1KJYRFLheJEVRuZ5Ie9Lg0RQXI5cai7AABEayUGIHGZ5gG6eh//7+7+iVav6+1X/tFY5qk+SKbFNtsV2mM8O2BE7YQ3WZILdsnv2wB6dO+fJeXZePlunnMnMBvtRztsHPnKh5A==</latexit>

α|0iB + β|1iB



Quantum Teleporta7on
§ The state of Alice’s photon is not transferred through space to Bob’s photon. It 

appears “instantly” on the other side. This is because Alice and Bob share an 

entangled state. 

3
U

Linear
Optics

Alice

Bob
Classical communication

1
3

2

4 5

Classical communicatio

Bell state 

measurement

§ The classical communicaBon 

does not reveal anything 

about the state being 

teleported.

§ The whole process does not 

occur faster than light. 



Quantum Repeater

For long distances, one can break up the path in smaller segments 

A B

Quantum teleporta9on



Thank you for the a6en7on


