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This Manifesto calls upon Member States and the European Commission to
launch a €1 billion flagship-scale initiative in Quantum Technology, started in
2018 within the European H2020 research and innovation framework
programme. It is endorsed by a broad community of industries, research
institutes and scientists in Europe.
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Quantum Technologies Timeline







N. Bohr, Philos. Mag. 26, 1 1913

On. the Constitution of Atoms and Molecules

N. Bohr,
Dr. phil. Copenhagen
(Received July 1913)

Introduction
- Atoms are not objects that can be
described by the laws of Maxwell alone:

energy levels cannot have any value
According to this theo Electrons are in states with fixed energy

surronnded by a systen *  the transition between states occurs with
the nucleus: the total ne specmc energy quanta for each atom

In order to explain the,
matter Prof. Rutherfc

charge of the nucleus. ﬂlrrher the nucleus is assumed to be the seat of



Ann. Physik 17, 132 (1905)

In fact, it seems to me that the observations on “black-body
racdhation”, photoluminescence, the production of cathode rays by
ultraviolet light and other phenomena involving the emission or
conversion of light can be better understood on the assumption
that the cnergy of light is distributed discontinuously in space.
According to the assumption considered here, when a light ray
starting from a point i1s propagated, the cnergy is not con-
tinuously distributed over an cver increasing volume, but it
consists of a finitc number of encrgy quanta, localised in space,
which move without being divided and which can be absorbed or
cmitted only as a wholc.

.

8. Uber einen
die Erzeugung und Verwandlung des ILichtes
betreffenden heuristischen Gesichtspunkt;
von A. Einstein.

Emission and Transformation of Light from an Empirical point of view



Light: wave AND partficles

The photon has characteristics of:

a wave: in the way it diffracts and
forms interference

a particle: it is indivisible, it is
generated and absorbed in its
entirety

they.. solved the problem of black-
body radiation, Planck 1900,

and that of the photfoelectric effect,
Einstein 1905

Photons are quantum states of radiation



f light is grainy..
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..HOW do photons
reach us ¢¢




How cay | sort among different
types of grainse (any type¢?)

well, I know that I may Erj
ko Listens ob Eheir sound!









;Q Likewise, as the light is grainy..

‘4 ..we can feel ifl
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Let’s visualize the two processes separately:

'

x

in the Atom, the electron the photon is generated
does a transition by this transition



during the process of emission,
the atom is in a superposition
of the upper and lower state

L
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A two-level qguantum system is a qubit



Other particle characteristics

of the microcosmos they can stay in
superposition,

providing different qubit realizations
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What's good about quantum statese

B Unlike the classic bit, whichis 1 or O,
a quantum particle can form a state
with the superposition of base
vectors: simultaneously high and low.

SHE LovesS Me... SHE LOVES Mg woT.

B The concept of information is
enriched: welcome qubit!

SHE LoveS ME AND LOVES SCURBOMIGE
ME NOT SINMULTANEOUSLY fS pAsy.
WITH PROBABILITY ‘
50% EAH...
|
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® |

Classical Bit Qubit



David Deutsch

You can use the qubits.. to compute!
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the Deutsch-Josza algorithm
proved in 1992 the first example of
quantum parallelism



Quantum Computers

Serial Computing Quantum Computing

Try all the keys one by one: Try alithe keys in parallel to a single box:
Time Inefficient Time Efficient
Resources Efficient () Fesources Efficient

(‘3:|

Seth Lloyd

00 0006 »33:;:3
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Parallel Computing

Create as many bcxes as the keys
and try all the keys in paraliel:

Time Effcient Y
Resources Inefficient ( }



What's good about quantum statese

Entanglement: sharing the quantum state has
effect even at a distance - and instantly!

Maximum knowledge on the global properties of
a system does not necessarily imply the tofal
knowledge of all its parfs

Erwin Schrédinger

Entangled

Photons
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http://www.improbable.com/airchives/paperair/volume?7/v7ié/doubleslit.ntml



Quantum teleportation

o A 7
1op, loft] HIohRrs Jezsa, Wiilan K, Wooktors, Cratas H,
Honnott (bottem, 151 Gilloe Hrageard, Clauao Cripoay,
Adsner Mares, Photo; Andrs Bertiizume.







Quantum teleportation on the ground




Ground-to-satellite quantum teleportation

Ji-Gang Rz2'“, Ping Xu' %, IHai-Lin Yong', Liang Zhaag™’, Sacng-Kai Lizo =, Juan
Yin'Z, Wei-Yue Lia'2, Wa-Qi Cai'~, Meag Yang'2, Li Li'£Kui-Xing Yang'Z, Xuxa
Han'#, Yorg-Qiang Yso', Ji L%, Ha-Yas Wu?, Song Wan®, Lei Liu¢, Ding-Qusn Liw’,
¥ao-Wa Kuarg®, 2hi-Piag He’, Feng Shang'=, Cherg Guo'~, Ru-Hes Zheng’, Ksi
Tiar®, Zhen.Cai Zh®, Nai.Le Lin'?, Chao-Yang Lu'? Roag Sha™. Yu.ae Chm'?
Cherg-Zhi Peng'?, Nan-Yo Wang™', liar-Wei Par '

arxiv:1707.00934
appeared 5 July 2017
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Classical-Quantum border
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Wojciech H. Zurek, Decoherence and the Transition from Quantum to Classical Physics Today (1991)



MAY 15, 1935

PHYSICAL

REVIEW VOLUME 47

Can Quantum-Mechanical Description of Physical Reality Be Considered Complete?

A. EinsteIN, B. PopoLsky axp N. Rosen, Irnstitute for Advanced Study, Princeton, New Jersey

(Received March 235, 1935)

In a complete theory there is an element corresponding
to each clement of reality. A sufficient condition for the
reality of a physical quantity is the possibility of predicting
it with certainty, without disturbing the system. In
quanrtum mechanics ‘n the case of two physical quantities
described by non-commuting operatars, the knowledge of
one preciudes the knowledge of the other, Then either (1)
the description of reality given by the wave function in

quantum mechanics is not complete or (2) these two
quantities cannot have simultanecus reality. Consideration
of the problem of making predictions concerning a system
on tke basis of measurements made on another system that
had previously interacted with it ‘eads to the result that if
(1) is false then (2) isalso false. One is thus led to conclude
that the description of reality as given by a wave function
is not complete.

Z.odd/ /‘Z‘y

f ealiSr?



Bell’'s Theorem 1964
55° anniversary

No physical theory based on location and hidden
variables can reproduce all the predictions of Quantum

Mechanics John S. Bell
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VoLUME 47, NUMBER 7 PHYSICAL REVIEW LETTERS 17 Aucusr 1981

Experimental Tests of Realistic Local Theories via Bell’s Theorem

Alain Aspect, Philippe Grangier, and Gérard Roger
Institut d'Optique Theéovique et Appliquee. Universite Paris-Sud, F-91405 Orysay, France

(Received 30 March 1981)

We have measured the 'Inear polarization correlation cf the photons emltted In a radla-
tive atomic cascade cf calcium. A high-efficiency scurce provided an improved statistical
accuracy and an ability to perform new tests. Our results, in excellent agreement with
the quantum mechanical predictions, strongly violate the generallzed Be!l's Inequalliles,
and rule out the whole class of realistic local theorig amiponificant change in results
was observed with source-polarizer separations@f w to 6.5 m.

As a conclusion, our results, in excellent
agreement with quantum mechanics predictions,

are to a high statistical accuracy a strong

evidence against the whole class of realistic local

theories; furthermore, no effect of the distance

| " Wl
SRS, [
Alain Aspect between measurements on the correlations was

observed.



Quantum Information is born!
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“ _ BQuantum Cryptography

B Quantum Computation

B Quantum Dense Coding

* BQuantum Teleportation

B Quantum Metrology

= A
B Quantum Random-Number Generation

B World Wide Quantum Communications




and so.. Quantum Technologies

B Quantum Mechanics: the interpretation of
physical reality in the microcosmos

» provided the understanding of atomes,
molecules, fundamental particles,
superconductivity, etc.

» dllowed the invention of transistors, lasers,
integrated devices, etc.

® QM is now inspiring a new age in the Theory of
Information, where elementary particle are
quantum bits, or qubits, expanding the
classical concept of the logical bit.

® From a theory for understand Nature to a
toolset for computing, communicate, measure..




First application: on Randomness
This is an invaluable resource for cryptography....

KAKEU SBCUNILY & =orros

BE’ 0 signir Neows Sport  Weather Shop  Lerth  Trawel T iy 00000

NEWS

Android random number flaw
implicated in Bitcoin thefts

a

Home Vide: Waald UK Baslness | Reeh Schence  Magasec Znlefainmert &

Tar r‘nmy

NSA 'altered random-number generator'

(3 11 September 20°3  Tecwology < Bharc
US infelligence agency the NSA subveried a standards process to be able to
break encryption more sasily, according to leaked documents.

IF hacd wrtten 2 tiaw 0l A tatdom-number Jerersiar at atud Allow e aganty o
predei e outzome of e algonthim, the New Yoris [imea repontcd.

but it can completely compromise security.

QRNG Slides prepared by Marco Avesani @ UniPD



Most widely used source of random numbers are
cryptographically secure pseudo random number
generator ( CSPRNG )

They are based on an algorithm that deterministically produces
numbers that seems random.

i PRNG

Seed State Random
-

N >

Jpdate




Why quantum? We still have ( Classical ) Hardware
RNG
Vulnerability in HRNG:

QBTECHNICA et o s o us s

“We cannot trust” Intel and Via’s chip-
based crypto, FreeBSD developers say

Following NSA leaks from Snowden, engineers lose faith in hardware randomness.
DAN GODDIN - 1211072013, Z00 P
Full trust on the device and manufacturer

We are sfill relying in processes that only appear
random! We just don't know

Laws of CLASSICAL physics are completely
deterministic.



All the vulnerable RNG pass the standard svites of
statistical tests

SP £800-22 Rev. 1a

A Statistical Test Suite for Random and
Pseudorandom Number Generators for
Cryptographic Applications

If the generators systematically fail the test we
can say that patterns are present in the data

But if the tests are passed, it only means that
THOSE SPECIFIC patterns are not present



Why are Quantum RNG different?

Quantum mechanics is the only domain in physics where random
phenomena can happen.

For example, radioactive decays
are random process!

Quantum Mechanics can
predict exactly the average time
that takes for an atom to decay
but at the same time states that
is impossible to know when it will
decay: that is random!

15568

37, 3007y |37 = pa— 37
13 :S ek 13 “Ba+,5’ +l-",7 668, 13 Ba.‘}"f

i} They have been used as generators, but they
Pl il are quite unpractical...



But Quantum Mechanics can also tell you how much
randomness you can exiract

Not only is possible to have true random processes, but it's possible to
say how much randomness we can get at least from the process

For example Heisenberg famous uncertainty principle says:

B 3

Ax -Ap =

It is impossible to know the position and the momentum of a particle
with arbitrary precision

If we know with high precision the position of a particle,
we already know the minimal uncertainty, or
randomness, of a measure on the momentum.

The laws of Nature guarantee the randomness!
This is impossible with any other type of generator



An example of QRNG

Indivisible particle of light, RNcitr
. 1 1O
photons, are sent over a semi- per i bil 1

transparent mirror

Sperehin
semirinellente

They cannot be divided and
they end in a state of
superposition with equal
probability output from one of
the two exits

No way to predict from which
port a particular photon will
come ouft.

PN Randomness is not due to ignorance of enough
variables ( like the coin ), but on physical laws



Commercial QRNG

* Speedisin the range of Mbps... Still slow for practical
applications

* You still need to fully trust the manufacturer and the devices
What if they don’t work as expected?

* They can only certify that the generated number are fruly
random, they cannot say anything about privacy.

What if an attacker has access to classical or guantum side-
information about the internal state of the device?

This would be similar to the case if the attacker has full, or partial,
access to the seed of the PRNG. In this case the security is
compromised.

Can Quantum Mechanics guarantee security also in this
paranoid scenario?



Device-Independent QRNG

Quantum mechanics describes an effect called Entanglement

Correlations that cannot be obtained by classical systems!

It can be used to generate random numbers without any knowledge or
trust on the device used, that are considered black boxes.

However, it is very unpractical:
* Speed: < bps
* Requires initial randomness. Expansion not generation
) * Extremely expensive and complex
Uy * Needs km of separation between the two systems
£ - Not scalable



Semi-Device-Independent QRNG @ UniPD
Speed and security combined

Varigeg

........

Hybrid approach, we trust only one part of the device, the measurement.
However it is monitored in real-time to check for anomalies.

The source is untrusted and can be even controlled by the attacker.

Can offer security and speed at the same time:

e It is able to generate more than 17 Gbps of
2l . M. ie! .
Y dS secure and private random numbers



Advances of UniPD scheme with respect to
commercial ( and non ) QRNG

» The FIRST secure protocol that generates randomness and does not
expand if. No need of initial randomness

« Our protocol is able to guarantee both true randomness and privacy of
the generated numbers. The security is evaluated in the most paranoid
scenario where the attacker has classical or quantum side information

« Trust on the device is highly reduced ( and constantly monitored ), thus
also trust on the manufacturer is reduced

* The fastest secure QRNG with more than 17 Gbps of secure rate
* Low cost and compact: it only employs standard telecom devices
For details see the paper:

M. Avesani, D.G Marangon, G. Vallone, P. Villoresi
Nature Comm. 2019
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Other application: Quantum Communications
They are based on the sharing of qubits

® From the bit (binary unit) used in classical information systems, with
Quantum Technologies it is used the qubit (quantum bit), embodied
in a elementary (quantum) object as photons, electrons..

®m Qubit peculiar feature: it is a superposition of alternatives, that in
classical terms are antitheftic It takes a complex number for the
preparation of qubits

® The measurements gives a click on a particular output

® This create a correlation, useful in protocols as QKD, distributed
quantum computing, metrology, ..
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Quantum Key Distribution (QKD) in Space

® The correlations based on the measure of
individual photons, that can travel along Space
channels, are used to generate a string, the raw-
key, that is degraded if an eavesdropper taps in

(seen as the mismatch of samples from transmitter
and receiver).

® Such tapping is assessed as a noise level. Privacy
amplification get rid of the fraction of string of key
that is shared with the eventual eavesdropper,
producing a private and random key.

® The noise level poses an upper limit fo the protocoal,
above which no key is generated.

® The key is used in standard protocols, as
encryption.
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Distance
(the sender) Eve (the receiver)
plaintext plaintext
‘ the eavesdropper 1
encryption public channel decryption
algorithm (i.e. telephone or internet) algorithm
] 3
quantum state quantum channel quantum state
generator (i.e. optical fiber or fiee space) detector
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LEO orbits

rapid passages — large coverage — small payloads (potentially numerous)
secure communications (QKD — encryption of dataq)

fundamental test of Quantum Physics (Bell’s test)

Micius and SOTA are here

MEO and GNSS orbits

dual use of the QKD setup (interesat, Space to ground)
securing positioning and navigation service

securing timing applications

GEO orbits
large optical aperture
securing data relay - EDRS



Inter-Sat Q-Comms for a GNSS constellatons

Project ESA Q-GNSS 2011-2015
F. Gerlin et al. Proc. 2013 Int. Conf. Localization and GNSS




Experimental demonstration @/’7

@ Space Q-Comms hub Matera ASI-MLRO Qe sl

B Ciuseppe Colombo Space Geodesy
Centre of Italian Space Agency -
Matera Laser Ranging Observatory
(MLRO)

® Director Dr. Giuseppe Bianco
President of ILRS

® World highest accuracy in SLR: mm-
level for about 107 m range

® Accurate lunar ranging




First QComms in Space, using LARETS satellite

60 cube corner retroreflectors (CCR) were used as a synthetic quantum source in
orbit, at 690 km. The metallic coating on CCR preserve the polarization.
A train of qubits were directed toward MLRO Apr 10, 2014, start 4:40 am CEST
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G. Vallone et al, Experimental Satellite Quantum Communications, Physical Review Letters, 115 040502, 2015



Single Phofon exchange:
from LEO to MEO

Demonstration of the detection of photon from the satellite
which, according to the radar equation, is emitting a single
photon per pulse from a Medium-Earth-Orbit MEO satellite.

LAGEOS-2
3620 km

-------- g Ajisai
&5 1490 km
!

P. Villoresi et al., Experimental verification of the feasibility of a quantum channel
between space and Earth,” New J. Phys. 10 033038, 2008.
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9
e\
~
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E 4\ '-;:‘.;2) D. Dequal et al. Experimental single photon exchange along a space link of 7000 km,
sy PRA Rapid Comm 93 010301, 2016.



GNSS orbit reached at 20000km:
single photons returns from GLONASS

two GLONASS terminals equipped with an array of corner-cube retroreflectos (CCRs), namely
Glonass-134 and Glonass-131 (Space Vehicle Number: 802 and 747, respectively)

The targeted GNSS satellites are part of different generations, GLONASS-K1 for Glonass-134 and
GLONASS-M for Glonass-131, both equipped with a planar array of CCRs, with circular and rectangular
shape respectively

Their CCRs are characterized by the absence of coating on the reflecting faces, such that the light is
back reflected by total internal reflection (TIR). This implies a far field diffraction pattern (FFDP) which is
quite different from the simple Airy disk given by a circular aperture

SLR pulses |/  100-MHz pulses |

GLONASS

v
\
|
|

L. Calderaro et al. Towards Quantum Communication from Global Navigation Satellite System,
Quantum Sci. Technol. 4 015012 (2019).




Single passage of LARETS

Nrinit hAlAakt 20N LA ernhAari~Al kir~ce kAAN

Text to be encrypted:

Universa Universis Patavina Libertas
Crypto key obtained on Apr. 11 2014 at 4:40 CEST

11101100001110110111110011010110110101112111000110001011110111100112121000
111101011010011111110001110101000010101111101011111100100010011000101111
1001101111100010111011111011111010011110210001011011010111001111101101110
111110717101107117011010071100707171100077111107TT0017T711T111T1007TT101171111011110110

Encrypted text:
101110010101010100010101101000001011001010010001011001001101110111011000
101000001100100110011000101000100100111010011001100000010100111101011100

101110111011001010001110110010101111111111111101000000101111000100001111
110110110010000111001111001111100001100011101101100100110001111110000101

Decripted text:

Universa Universis Patavina Libertas
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ESPLORARE LOSPAZIO E' italiana la prima trasmissione quantistica via satellite
OSSERVARE LA TERRA nviato un segnale 2 ‘ Sanza ramie Sperimento cell'Univers
ABITARE LOSPAZIO

24 Giugnn 2015

Inviare informazionl proteite, praticamenic inviolabili, fino

alla distanza record di 1700 km uidlizzandc un fascic

di fotoni sparato’ nellc spazio € nspadio a tema inun
nannsacande & poasitile. Le hanne dimeatratn FUniversith
Padova ¢ il Centro di geodesia spaziale dell'Asl di Malcra che
in einergia hanno sJettusto la prima trasmissione sate/litare
quantistica della scna.
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Cxpernmental satellfe quantum communicatinaa e Giusappe
Elanco, dircttore del Centro gecdesia spaziale aoll'Nsl, "C'e



Emerging Technclogy From the arXiy
Jume 27, 2018

MIT

1T iTel 7o \TANN 'The Space-Based Quantum
Review

Cryptography Race

A  NEWS&ANALYSIS Curope and China are ganing the upper had in therace tobource perfectly
secure messages off satelitesinlcw Earth crtoit.

One of the great benefits of guantum communication is
the ability to eend meszagee from one pcint in epace to
another wiltl per‘ect securily. NO1 SC great is tr'e ract
that so-caled cuatum cryptogrepry ia limited to
mMistancas of around 10 kilnmaters

That'a because over longer cistances, photona tenc to
ha ahsorhed by 1he glass in iter-onie caries and by
the atmosphere when beamed from one ocafion to
another. That causes errors that are too Jreat for

perfect privacy

But there i2 a poiential wey around thie-to eand
phOTDNS 10 an ordiing spacecrart wnich then

- &

Laser Rang ng: iSla‘.e Analyzer

retranamita the mesaage securely when & 3 cver
{ * another part of the planet That'k passible hacsiRa the
- —— | —e— Qubit Laser photons traveling straight up cnly have to negctiale a

few tanz of kiometers of the atmosphere before
- -
l 100 ms l resGhinTg Space.
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First quantum transmission sent through space

y 17:53 26 June 2014 by Jacob Aron
y For simllar staries. visit the Camputer crime and Quantum World Topiz Guides

Wernied about keeping secrels’? Here's a quantum of solace. The first guantum
transmission to go via space paves the way for ulira-secure communications
satsllies.

Secret encryplion keys transmitted via quantum links provide the ultimate way to
communicate securely. That's because any attempt to intercept the key will be
revealed thanks 1o the laws of quantum mechanics, which say thal interception wil
introduce changes that give away eavesdroppers.

The technology is alrcady available for fibre-optic cables, but a truly global network
would nsed satelliles to beam quantum data between distant locations. To test now
these might work, Pacis \Vllores! at the University of Padua in Italy and his
colleagues lurned lo salslites covered in ullra-refleclive mirmors. These are
nommally used to beunce |aser beams back to Earth. The time they take to return
shows up any shills in gravily.
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Qubits in Space

Photors have Beoor
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CUaraatnry, Wik in 11 aly Asrnarnid afad This s ihts s ntad i (ARANRLS AN (v inaran Fhar bragle
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Physics picks its favorite staries from 2015. AR B0 long Josmy, GUNINE QAR S0008 6308700 ARInguished el 0nugs Forvisth quaatem

As 2015 draws toa close, welook back on the reseanch covered in Physics that really mzde wzaves in and beyond the
physics community

Wishing everyone an eccellent 2015,

~-The Editors
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SCIENZA Grande scoperta pubblicata sulla ¢Physical Review Letters»

Parleremo coi marziani
E lo faremo in italiano

St apre una nuova frontiera nella comunicazione quantistica grazie
ai nostri scienziati: i dati vzaggzano per 1 700 km su particelle di luce

Glanluca Grossl!

W Comunicare nello spzzio e
sullaterrainmododanonesse-
remai intercettati e poter quin-
di consegnare senza problemi
un messaggio segreto: ¢ il so-
gnndiognigoverno, dituttiiser-
vizi diintelligence, ¢, in fondo,
di ognuno di noi, abituati a
scambiarci informazioni via
mail o tramite Facebeok conil
dimore di essere «scopertis, O
volendo dare voce cll'immagi

nazione, potremmo azzardare

COLLABORAZIONE
Tra Asi, ateneo

di Padova e Centro : - :
Geodesia di Matera TRA SCIENZA E FANTASCIENZA Primo messaggio guantistico al mondo via satellite
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The need for satellite security
Scenario ground - ground

- satellite as trusted relay sharing keys between two
ground terminals
- XOR of the two individual keys —

- Generating a unigue key for direct ground secure
transmission




The need for safellite security
Scenario satellite - ground

1.

QKD for symmetric crypto applications of data
originating in the satellite

secure renewal of satellite keys, GPS P(Y) or
Galileo PRS (Authentication and integrity of
satellite positioning signal)




QUANTUM OPTICS

Satellite-based entanglement
distribution over 1200 kilometers

Juam Yia, * Yoan Cao,'"* Ye-Huoal L' Sheng-ad Liso, ™™ Liang Zhamg -

Ji-Gamst R, W0k Cak"* Wei-Yuw Liv,"* Bo Li,"™ Hui Dai,"” Guaung-Bisg Li,*™
Qi-Ming Lus,"* Yan-Hooy Gung, ”* Yu Xu,"” Shuang Lin Li,* Feng-Zhi 1i,"*

Va Yun Yin,’ 2! Qing Mang,* Ming 14,* Jan Jun Ha,” Ge Ren,* Dong He,*

YiLin Zhow* XisoXang Zhang,"” Na Wang,” Xiang Chang ™ Zhen<Cal Zha,”

Nai-Le Lis, ™ Yu-Ae Chien,'™ Chao-Yang Lu, " Roug Shu,™" Cheag-Z Pesg, "™
Jinm- Vo Wing, ™ ™ Than-Wed Pua'?*
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Further step: inquiring the wave-
parficle duality in Space

B Quantum theory provides the
natural context for interpreting
the measurement on a
quantum state of
complementary observables.

¥ n the context of fundamental
QM tests, the wave-particle
duality has been debated by
the Giants
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4 Wheeler JA (1978) The “past” and the “delayed-choice”
double-slit experiment. Mathematical Foundations of
Quantum Theory (Academic, New York), pp 9-48.



Step forward in Space QComms: inquiring the
wave-particle duality along a Space channel
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Step forward in Space QComms: inquiring the
wave-particle duality along a Space channel

/f Space orbit

F. Vedovato et al. — arxiv:0417.011911 2017



Micius fracking and synchronization

10-13 July 2018 - MLRO Matera







Micius fracking and synchronization
10-13 July 2018 - MLRO Matera
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Italian Space Quantum Communications
Exchanging quantum states, or quantum communications, allows for the realization of
Quantum Information protocols as Quantum Teleportation, Q Key Distributions etc.

o
1

ity of Padova, coordinated by Paolo Villores

ivers

~ QuantumFuture Research Group of Un

Phys Rev. A Rapid Comm

93010301(2016)

al. Phys. Rev.
040502 (2015)
D. Dequal et al.

G. Vallone et
Lett. vol 115

operated since 2003 at ASI Matera Laser Ranging Observatory, using its 1.5 m telescope with

millimeter resolution in Satellite Laser Ranging.

P. Villoresi et al.
New J. Phys.




Envisioned Space Q-Comms in Europe

*Quantum Communications in/from/to Space are crucial building blocks of the large-scale
network of European Secure Communications, that are needed for:

point-to-point communications on ground, at every scale,
to secure the uplink of commands to satellites or
the download of data originated in Space, as well as

to provide a significant step in the security of the European Global- Navigation-Satellite-
System Galileo.

Within the Quantum Technology Flagship perspective, it was presented to European Commission:
Goal 1: payloads demonstrating SC from LEO, at high rate (low-loss links),

Goal 2: the creation of a secure network with ground,

Goal 3: the implementation of GEO platforms,

Goal 4: and then to GNSS.

ESA Scilight (ARTES) program on Optical Communications and QKD demonstration

European Space QComms Scientific Committee: Paolo Villoresi, coordinator, Padova (l),
Eleni Diamanti, Sorbonne-Paris (F), John Rarity, Bristol (UK), Rupert Ursin, Acad. Sci. Vienna (A),
__Bruno Huttner, idQuantique SA, Geneve (CH).
TSP

v O
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Global situation for Space QComms

m very ambitius projects in China, addressing all orbit types
m Japan will develop LEO sats
m Singapore will test entangled sources in cubesats

m USA expressed interest for experiments on the ISS




Satellite-Relayed
Intercontinental
Quantum Network

Micius satellite as a frusted relay to distribute
secure keys between multiple distant
locations in China and Europe

QKD is performed in a downlink scenario—
from the satellite to the ground.

sifted key rate of a ~3 kb=s at ~1000 km
physical separation distance and ~9 kb=s at
~600 km distance (at the maximal elevation
angle),

In this work, it was established a 100 kB
secure key between Xinglong and Graz.

Video conference with AES)-128 protocol
that refreshed the 128-bit seed keys every
second.

S-K Liao et al, Phys. Rev. Lett. 120, 030501 (2018)
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») Quantum Mechanics and Gravity
“=  Perspectives
The universe is a quantum
computer.

Continuously elaborates its future.

Seth Lloyd

Events do not take place in space-
time but it is the space-time that
emerges from a network of events.

Giacomo Mauro D'Ariano
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Laser Ranging
Observatory

ltalian Space Agency
11 Jul. 2012




Conclusions and perspective

Advances are sought now for Space Quantum Communications,

as QKD is now a commodity on ground

® QC from a satellite transmitter to the Earth was experimentally

demonstrated as feasible using polarization coding — over 2000 km and
time-bins coding — over 5000 km

e and the single-ph. exchange for LEO and MEQO - feasibility for GNSS
® Novel fundamental tests in Space

® More properties of the wavefunction and of entanglement to be studied
C?IOP INTERNATIONAL COOPERATION ON TECHNOLOGY AND APPLICATIONS..
QU
°9"“i‘t’§i§§g’i°‘° IN OTHER WORDS.. NOW PROJECTS, NEW GRANTS AND
POSITIONS FOR STUDENTS
dl 13
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<7 QuantumFuture Research Group

2o Founded in 2003 (PV) af the Dept. of InNformation
Engineering of the UniPD

Interdisciplinary expertise — faculties:

Quantum and Classical Optics, G. Vallone, G. Naletto, V.

. Da Deppo, PV

| Quantum communications engineering, N. Laurenti, R.

- Corvaja, G. Cariolaro, (A. Assalini, G. Pierobon)

=Y % | Quantum Control theory F. Ticozzi, A. Ferrante, M. Pavon

Quantum Astronomy C. Barbieri, S. Ortolani

" La Palma - Tenerife quantum link

Strategic Res. Project of UniPD 2009-2013 ( 35 man-years
PhD and Assegnisti)

. .,A-L— Currently 6 Faculties+6 PhD Students + 3 Post-Docs+

undergraduates + 2 EU MSCT PhD stud (2017)




Comunicazioni Quanfistiche:
non limifi ma orizzonfi
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